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Running Example

« the program has sequences of operations that need to be
protected together to avoid atomicity violation

— requirement: the region of code (vall and val2) should execute

atomically
Thread twoStage =
1: lock(m1); A state s [J S consists of
2: vall = 1; the value of the program
3: unlock(ml); counter pc and the values
4: lock(mz2); of all program variables
5: val2 =vall + 1; | ,
6: unlock(m2); <. unlock(m1l);

13: lock(m2);
program counter: 0 14: t2 = val2;
mutexes: m1=0; m2=0; 15: unlock(m2);
global variables: vall=0; val2=0; |16: assert(t2==(t1+1));

local variabes: t1= -1; t2= -1;



Lazy exploration: interleaving |

statements:
vall-access:
val2-access:

Thread twoStage
lock(m1);

: vall = 1;
unlock(ml);
lock(m2);

val2 = vall + 1;
unlock(m2);

O\U'I-h(.k)l\)l—L

program counter: 0
mutexes: m1=0; m2=0;

global variables: vall=0; val2=0;

local variabes: t1= -1; t2= -1;

Thread reader

/:

lock(m1);

8: if (vall ==0) {

O:

10:
11:
12:
13:
14:
15:
16:

unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleaving |

statements: 1
vall-access:
val2-access:

Thread twoStage

: lock(m1);

: vall = 1;
unlock(ml);
lock(m2);

val2 = vall + 1;
unlock(m2);

O\U'I-h(.k)l\)l—L

program counter: 1
mutexes: mil=1; m2=0,

global variables: vall=0; val2=0;

local variabes: t1= -1; t2= -1;

Thread reader

/:

lock(m1);

8: if (vall ==0) {

O:

10:
11:
12:
13:
14:
15:
16:

unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleaving | |

write access to the shared
statements: 1-2 variable vall in statement 2

Vall_access W of the thread tWOStage

twoStage, »
val2-access:
Thread twoStage Thread reader
1: lock(m1); 7: lock(m1l);

@® 2: vall =1; 8: if (vall ==0) {
3: unlock(ml); 9: unlock(m1l);
4: lock(m2); 10: return NULL; }
5: val2 =vall + 1; 11: t1 = vall;

6: unlock(m2); 12: unlock(m1);
13: lock(m?2);

program counter: 2 14: 12 = val2;

mutexes: m1=1; m2=0; 15: unlock(m2);

global variables: vall1=1; val2=0; |16: assert(t2==(t1+1));

local variabes: t1= -1; t2= -1;



Lazy exploration: interleaving |

statements: 1-2-3
vall-access: W

twoStage, »

val2-access:

Thread twoStage
lock(m1);

: vall = 1;
unlock(ml);
lock(m2);

val2 = vall + 1;
unlock(m2);

O\U'I-bwl\)l—L

program counter: 3
mutexes: m1=0; m2=0,

global variables: vall=1; val2=0;

local variabes: t1= -1; t2= -1;

Thread reader

/:

lock(m1);

8: if (vall ==0) {

O:

10:
11:
12:
13:
14:
15:
16:

unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleaving |

statements: 1-2-3
vall-access: W

twoStage, »

val2-access:

Th read twoStage

unlock(ml);
lock(m2);

val2 = vall + 1;
unlock(m2);

O\U'I-h(.k)l\)l—L

program counter: 7
mutexes: mil=1; m2=0,

global variables: vall=1; val2=0;

local variabes: t1= -1; t2= -1;

Iock(ml), CS1 | @

v

Thread reader

8: if (vall ==0) {

O:

10:
11:
12:
13:
14:
15:
16:

unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleavina | .

statements: 1-2-3
vall-access: W
val2-access:

twoStage, »

Thread twoStage
lock(m1);
: vall = 1;

lock(m2);
val2 = vall + 1;
unlock(m2);

O\U'I-h(.k)l\)l—L

CS1

unlock(ml); /

read access to the shared
variable vall in statement 8
of the thread reader

program counter: 8

mutexes: ml=1; m2=0;
global variables: vall=1; val2=0;

local variabes: t1= -1; t2= -1;

Thread reader

v/

O:

10:
11:
12:
13:
14:
15:
16:

lock(m1);

unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleaving |

statements: 1-2-3
vall-access: W
val2-access:

twoStage, »

Thread twoStage
lock(m1);
: vall = 1;

lock(m2);
val2 = vall + 1;
unlock(m2);

O\U'I-h(.k)l\)l—L

CS1

unlock(ml); /

program counter: 11

mutexes: ml=1; m2=0;
global variables: vall=1; val2=0;

local variabes: t1= 1; t2= -1;

v/

O:

8: if (vall ==
10:

12:
13:
14:
15:
16:

Thread reader

lock(m1);

0) {
unlock(m1);
return NULL; }

unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleaving |

statements: 1-2-3-/-8-11-172

readen8

vall-access: Winostage,, - R
val2-access:
Thread twoStage
lock(m1); CS1
: vall = 1;

lock(m2);
val2 = vall + 1;
unlock(m2);

UL hWN P*

unlock(ml); /

readenll

program counter: 12

mutexes: m1=0; m2=0,
global variables: vall=1; val2=0;

local variabes: t1= 1; t2= -1;

v/

O:

8: if (vall ==

10:
11:
12:
13:
14:
15:
16:

Thread reader

lock(m1);

0){
unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleaving |

statements: 1-2-3
vall-access: W
val2-access:

twoStage, »

Thread twoStage
lock(m1);
: vall = 1;

O\U'I-h(.k)l\)l—L

unlock(m2);

CS1

unlock(ml); /
lock(m2);
val2 = vall + 1; €S2

program counter: 4

mutexes: m1=0; m2=0;
global variables: vall=1; val2=0;

local variabes: t1= 1; t2= -1;

v/

O:

8: if (vall ==

10:
11:
~12:
13:
14:
15:
16:

Thread reader

lock(m1);

0){
unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleaving |

statements: 1-2-3-/-8-11-12-4

readen8

vall-access: Winostage,, - R
val2-access:
Thread twoStage
lock(m1); CS1
: vall = 1;

Q@
U1 B WN P*

unlock(m2);

unlock(ml); /
lock(m2):
val2 = vall + 1; €S2

program counter: 4

mutexes: m1=0, m2=1;
global variables: vall=1; val2=0;

local variabes: t1= 1; t2= -1;

readenll

v/

O:

8: if (vall ==

10:
11:
~12:
13:
14:
15:
16:

Thread reader

lock(m1);

0){
unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleaving |

statements: 1-2-3-/-8-11-12-4-5

readen8

vall-access: Wy osiage., - R

val2-access: Wtwostage,S
Thread twoStage
1: lock(m1); CS1
2: vall =1, /
3: unlock(ml);
4: lock(m2);

@ 5: val2 =vall + 1; 52
6: unlock(m?2);

program counter: 5

mutexes: m1=0, m2=1,
global variables: vall=1; val2=2;

local variabes: t1= 1; t2= -1;

reader, 11

twoStage,g

v/

O:

8: if (vall ==

10:
11:
~12:
13:
14:
15:
16:

Thread reader

lock(m1);

0){
unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleaving |

statements: 1-2-3-/-8-11-12-4-5-6

vall-access: \W
val2-access: \W

- R

twoStage, »

twoStage, g

readen8

Thread twoStage
1: lock(m1);
vall = 1;

U1~ W

@ unlock(m?2);

CS1

2: /
: unlock(ml);

: lock(m2);

: val2 =vall + 1; €S2

reader, 11

twoStage,g

program counter: 6

mutexes: m1=0;, m2=0,
global variables: vall=1; val2=2;

local variabes: t1= 1; t2= -1;

v/

O:

8: if (vall ==

10:
11:
~12:
13:
14:
15:
16:

Thread reader

lock(m1);

0){
unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleaving |

statements: 1-2-3-/-8-11-12-4-5-6

vall-access: \W
val2-access: \W

- R

twoStage, »

twoStage, g

readen8

Th read twoStage
lock(m1);

O\U'I-b(.ul\)l—L

CS1

. Vall = 1 /
unlock(ml);

lock(m2);

val2 = vall + 1; €S2

reader,{q RtwoStage,5

unlock(m2); — CS3

program counter: 13

mutexes: m1=0; m2=0;
global variables: vall=1; val2=2;

—

local variabes: t1= 1; t2= -1;

v/

O:

10:
11:
~12:
»13:
14:
15:
16:

Thread reader

lock(m1);

8: if (vall == 0) {

unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleaving |

statements: 1-2-3-/-8-11-12-4-5-6-13
- R

vall-access: \W
val2-access: \W

twoStage, »

twoStage, g

readen8

Th read twoStage
lock(m1);

O\U'I-b(.ul\)l—L

. Vall = 1 /
unlock(ml);

lock(m2);

val2 = vall + 1; €S2

unlock(m2); — CS3

CS1 | —

program counter: 13

mutexes: m1=0, m2=1;
global variables: vall=1; val2=2;

\
—e

reader,{q RtwoStage,5

v/

O:

10:
11:
~12:
»13:
14:
15:
16:

Thread reader

lock(m1);

8: if (vall == 0) {

unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m?2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));

local variabes: t1= 1; t2= -1;




Lazy exploration: interleaving |

statements: 1-2-3-/-6-11-12-4-5-6-13-14

vall-access: \W
val2-access: \W

- R

twoStage, »

twoStage,g

readen8

readen14

Th read twoStage
lock(m1);

O\U'I-b(.ul\)l—L

CS1 | —

. Vall = 1 /
unlock(ml);

lock(m2);

val2 = vall + 1; €S2

unlock(m2); — CS3

program counter: 14

mutexes: m1=0, m2=1,

‘-\

global variables: vall=1; val2=2;
local variabes: t1= 1; t2= 2;

reader,{q RtwoStage,5

v/

O:

10:
11:
~12:
»13:
14:
15:
16:

Thread reader

lock(m1);

8: if (vall == 0) {

unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m?2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleaving |

S

statements: 1-2-3-/-8-11-12-4-5-6-13-14-15

vall-access: \W
val2-access: \W

- R

twoStage, »

twoStage,g

readen8

readen14

Th read twoStage
lock(m1);

O\U'I-b(.ul\)l—L

CS1

. Vall = 1 /
unlock(ml);

lock(m2);

val2 = vall + 1; €S2

unlock(m2); — CS3

program counter: 15

mutexes: m1=0;, m2=0,
global variables: vall=1; val2=2;

—

local variabes: t1= 1; t2= 2;

reader,{q RtwoStage,5

v/

O:

10:
11:
~12:
»13:
14:
15:
16:

Thread reader

lock(m1);

8: if (vall == 0) {

unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleaving |

S

statements: 1-2-3-/-8-11-12-4-5-6-13-14-15-16

vall-access: \W
val2-access: \W

- R

twoStage, »

twoStage,g

Th read twoStage
lock(m1);

O\U'I-b(.ul\)l—L

. Vall = 1 /
unlock(ml);

lock(m2);

val2 = vall + 1; €S2

unlock(m2); — CS3

program counter: 16

mutexes: m1=0; m2=0;
global variables: vall=1; val2=2; ®

reader,g" R
readen14
cs1| —t7/:
O:
10:
11:
12
- —13
14:
15:

local variabes: t1= 1; t2= 2;

reader,{q RtwoStage,5

16:

Thread reader

lock(m1);

8: if (vall ==0) {

unlock(m1);
return NULL; }
tl = vall;

: unlock(m1);
: lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleaving | |

statements: 1-2-3-/-8-11-12-4-5-6-13-14-15-16

vall-access: W -R -R

twoStage, reader,g reader,11 B RtwoStage,5

val2-access: \W

twoStage, g ) Rreader,14

Thread twoStage Thread reader

1: lock(m1); cs1 | 7+ lock(m1l);

2: vall = 1; / 8: if (vall == 0){
3: unlock(ml); 9: unlock(m1l);
4: lock(m2); 10: return NULL; }
5: val2 = vaIN 11: t1 = vall;

6: unlock(m2); — CS3 [ —F12: unlock(m1);

— ——13: lock(m2);
14: t2 = val2;

QF formula is unsatisfiable, 15: unlock(m2);
i.e., assertion holds 16: assert(t2==(t1+1));




Lazy exploration: interleaving |

statements:
vall-access:
val2-access:

Thread twoStage
lock(m1);

: vall = 1;
unlock(ml);
lock(m2);

val2 = vall + 1;
unlock(m2);

O\U'I-h(.k)l\)l—L

program counter: 0
mutexes: m1=0; m2=0;

global variables: vall=0; val2=0;

local variabes: t1= -1; t2= -1;

Thread reader

/:

lock(m1);

8: if (vall ==0) {

O:

10:
11:
12:
13:
14:
15:
16:

unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleaving |

statements: 1-2-3
vall-access: W

twoStage, »

val2-access:

Thread twoStage
lock(m1);

: vall = 1;
unlock(ml);
lock(m2);

val2 = vall + 1;
unlock(m2);

O\U'I-bwl\)l—L

program counter: 3
mutexes: m1=0; m2=0;

global variables: vall=1; val2=0;

local variabes: t1= -1; t2= -1;

Thread reader

/:

lock(m1);

8: if (vall ==0) {

O:

10:
11:
12:
13:
14:
15:
16:

unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Lazy exploration: interleaving |

statements: 1-2-3
vall-access: W
val2-access:

twoStage, »

Thread twoStage
lock(m1);
: vall = 1;

lock(m2);
val2 = vall + 1;
unlock(m2);

O\U'I-h(.k)l\)l—L

CS1

unlock(ml); /

program counter: 7

mutexes: m1=0; m2=0;
global variables: vall=1; val2=0;

local variabes: t1= -1; t2= -1;

Thread reader

y7: lock(m1);

8: if (vall ==0) {
9: unlock(m1l);
10: return NULL; }
11: t1 = vall;

12: unlock(m1);
13: lock(m?2);

14: t2 = val2;

15: unlock(m?2);
16: assert(t2==(t1+1));




Lazy exploration: interleaving |

statements: 1-2-3-/-8-11-12-13-14-15-16

vall-access: Wyosiage,,” Rieader,”
val2-access: Rreao.er,14
Thread twoStage
lock(m1): CS1
: vall = 1;

lock(m2);
val2 = vall + 1;
unlock(m2);

UL hWN F*

unlock(ml); /

readenll

program counter: 16

mutexes: m1=0; m2=0;
global variables: vall=1; val2=0;

local variabes: t1= 1; t2= 0;

Thread reader

/. lock(m1l);

8: if (vall == 0) {
9: unlock(m1l);
10: return NULL; }
11: t1 = vall;

12: unlock(m1);
13: lock(m2);

14: t2 = val2;

15: unlock(m2);
16: assert(t2==(t1+1));




Lazy exploration: interleaving |

statements: 1-2-3-/-8-11-12-13-14-15-16

vall-access: Wyosiage,,” Rieader,”
val2-access: Rieader,q
Thread twoStage
lock(m1): CS1
: vall = 1;

unlock(ml);

lock(m2);
val2 = vall f\1;
unlock(m2);

UL hWN P*

/

program counter: 4
mutexes: m1=0; m2=0;

CS2

global variables: vall=1; val2=0;

local variabes: t1= 1; t2=

0,

reader, 11

"16:

Thread reader

y7: lock(m1);

8: if (vall ==0) {
9: unlock(m1l);
10: return NULL; }
11: t1 = vall;

12: unlock(m1);
13: lock(m2);

14: t2 = val2;

15: unlock(m?2);
assert(t2==(t1+1));




Lazy exploration: interleaving |

statements: 1-2-3-/-8-11-12-13-14-15-16-4-5-6

vall-access: WtwoStage,z' I:areader,8' Rreader,ll - "‘twoStage, 5
val2-access: R ..qer, ,~ Winostage,.

Thread twoStage Thread reader

1: lock(m1l); CS1| +7: lock(m1l);

2: vall = 1; / 8: if (vall == 0) {

3: unlock(ml); 9: unlock(m1);

4: lock(m2); 10: return NULL; }

5: val2 = vall N; 11: t1 = vall;

6: unlock(m2); 12: unlock(m1);

cSo 13: lock(m2);

program counter: 6 14: t2 = val2;
mutexes: m1=0; m2=0; | 15: unlock(mz2);
global variables: vall1=1; val2=2; [16: assert(t2==(t1+1));

local variabes: t1= 1; t2=

0,




Lazy exploration: interleaving |

statements: 1-2-3-/-8-11-12-13-14-15-16-4-5-6

vall-access: WtwoStage,z' I:areader,S' Rreader,ll - RtwoStage,5
val2-access: R reader, 14 WtwoStage, 5
Thread twoStage Thread reader
1: lock(m1l); CS1| +7: lock(m1l);
2: vall =1; / 8: if (vall == 0) {
3: unlock(ml); 9: unlock(m1);
4: lock(m2); 10: return NULL; }
5: val2 = vall ; 11: t1 = vall;
6: unlock(m?2); 12: unlock(m1);
13: lock(m2);
(52 14: t2 = val2;
QF formula is satisfiable, 15: unlock(m2);

: - "16: assert(t2==(t1+1));
l.e., assertion does not hold | ( ( )




Lazy Approach: State Transitions

------------------------------------
- .

P Ug: tyain,0,vall=0, ¢<—— active thread, context bound
initial state —>i val2=0, _
! m1=0 m2=0 .. < global and local variables

twoStagell Uy treaderlll
vall 0, val2=0, vall=0, val2=0,
ml 1, m2= O ml=1, m2—0
CS1
Us. 1:twoStage’Z’ Us. reader’2 Us. 1:twoStage' 6 reader’2
vall=1, val2=0, vall=0, val2=0, vall=0, val2=0, vall=0, val2=0,
ml=1, m2=0,... ml=1, m2=0,... ml=1, m2=0,... ml=1, m2=0,...

/\ INes2 /\

VARRN 7R 7R VAR
/ \ / \
k- | k- |

——> execution paths
----- > blocked execution paths (eliminate)



Exploring the Reachability Tree

» use areachabillity tree (RT) to describe reachable states of a
multi-threaded program

« each node in the RT is a tuple u:[A,Ci,q,<|ij,Gii>
given time step I, where:

n

=1

)i for a

— A represents the currently active thread

— C, represents the context switch number

— s; represents the current state

— | represents the current location of thread |

— G/ represents the control flow guards accumulated in thread |
along the path from | to I

« expand the RT by executing symbolically each instruction of the multi-
threaded program



Expansion Rules of the RT

R1 (assign): If | is an assignment, we execute |, which
generates s;,;. We add as child to v a new node v’

s |A =1A
i Ii+1_|i +1

U'= (A’Ci ’3+1’<|:j+1’Gij >)i+1

« we have fully expanded v if

— | within an atomic block; or
— | contains no global variable; or
— the upper bound of context switches (C, = C) is reached

e if v is not fully expanded, for each thread j #A, where G/
IS enabled in s;,,, we thus create a new child node

U} = ( J,C +1t§+1’<|ij ’Gij> )i+1




Expansion Rules of the RT

R2 (skip): If I is a skip-statement with target I, we increment
the location of the current thread and continue with it. We
explore no context switches: | _

> | J _{lij-l_l L I=A
LT

| . otherwise

v=(A.C.5.01,.6'))

R3 (unconditional goto): If | is an unconditional goto-
statement with target |, we set the location of the current
thread and continue with it. We explore no context
switches:

, po=)b o IEA
:(A C.s, <|+1’ >) "1 : otherwise




Expansion Rules of the RT

R4 (conditional goto): If | is a conditional goto-statement with
test c and target |, we create two child nodes v’ and v”.

—for v’ , we assume that c is true and proceed with the target
Instruction of the jump: L
_ {I J=A
=

|} . otherwise

> J

i+

v=(A.C.s 1<|ilj+1’C 0G/ )

+1

— for v”, we add —c to the guards and continue with the next
Instruction in the current thread

~
1 Cd

U= (A’Ci 'S v<|ij+1ﬁc DGij>)

i+1

| _{lij"'l L 1=A

|l =
I+1 i .
| . otherwise

— prune one of the nodes if the condition is determined statically



Expansion Rules of the RT

R5 (assume): If | is an assume-statement with argument c,
we proceed similar to R1

— we continue with the unchanged state s; but add c to all
guards, as described in R4

— If cOG/ evaluates to false, we prune the execution path

R6 (assert): If I is an assert-statement with argument c, we
proceed similar to R1.

— we continue with the unchanged state s; but add c to all
guards, as described in R4

— we generate a verification condition to check the validity of c



Expansion Rules of the RT

R5 (start_thread): If | is a start_thread instruction, we add the
Indicated thread to the set of active threads:

U'= (A G5 ’<Iij+1’ Gij+1>n+1)i+1

=1

— where |}' is the initial location of the thread and G"}! =G/

— the thread starts with the guards of the currently active thread

R6 (join_thread): Iflis ajoin_thread instruction with
argument Id, we add a child node:

U= (A’Ci 'S ’<|ij+1’Gij >)i+1

— where |, =14 +1 only if the joining thread Id has exited



Lazy exploration of interleavings

e Main steps of the algorithm:

1. Initialize the stack with the initial node v, and the initial path
Ty = (Vo)
2. If the stack is empty, terminate with “no error”.

3. Pop the current node v and current path 1t off the stack and
compute the set v’ of successors of v using rules R1-R8.

4. If v’ is empty, derive the VC @ for mand call the SMT solver
on it. If & is satisfiable, terminate with “error”; otherwise,
goto step 2.

5. If v’ is not empty, then for each node v [ v’, add v to 1T, and
push node and extended path on the stack. goto step 3.

computation path

consj{rairﬂ; property

= ) ¢ =1(s)OR(s,8)0...OR(5,,8) 054
™ bhound




Observations about the lazy approach

e naive but useful:

— bugs usually manifest with few context switches
[Qadeer&Rehof'05]

— keep in memory the parent nodes of all unexplored paths only
— exploit which transitions are enabled in a given state
— bound the number of preemptions (C) allowed per threads

> number of executions: O(n°)

— as each formula corresponds to one possible path only, its size
IS relatively small

« can suffer performance degradation:

— In particular for correct programs where we need to invoke the
SMT solver once for each possible execution path



Schedule Recording

ldea: systematically encode all possible interleavi ngs
Into one formula

add a fresh variable (ts) for each context switch block (i) so
that O < ts; < number of threads

— record in which order the scheduler has executed the program
(aka scheduler guards )

— SMT solver determines the order in which threads are simulated

add scheduler guards only to effective statements
(assignments and assertions)

— record effective context switches (ECS)
> context switches to an effective statement

— ECS block: sequence of program statements that are executed
with no intervening ECS



Schedule Recording: Execution Paths

------------------------------------
- .

. *
-------------------------------

program
twoStage , reader statement twoStage, reader
t51==1alock(m1) ts,==2 - lock(m1)

CS1 N
\ N

twoStage , reader twoStage, reader twoStage , reader twoStage, reader
ts,==1 Uts,==1 ts,==1 Uts,== ts,==2 Uts,==1 ts,==2 [ts2==2

- vall=1 - lock(m1l) - lock(m1l) - unlock(m1)

/\ /N2 /\ /\
/N /N /N /N




Schedule Recording: Execution Paths

SMT solver grr———— ';

Instantiates ts to twoStage, reader «—— thread identifiers
evaluate all : :

possible paths

program
twoStage , reader statement twoStage, reader
ts;==1-lock(m1l) ts,==2 - lock(m1)
/ /\\ - / /\\
twoStage , reader twoStage, reader twoStage , reader twoStage, reader
ts,==1 Uts,==1 ts,==1 Uts,==2 ts,==2 Uts,==1 ts,==2 [ts2==2
- Var=1 - lock(m1l) - lock(m1l) - unlock(m1)

cs2 /N ~

/\
/o - N /N

If the guard of the parent node is
false then the guard of the child
node is false as well



Schedule Recording: Interleaving |

statements:
twoStage-ECS:
reader-ECS:

Thread twoStage
1: lock(m1);

6: unlock(m2);

ECS block: sequence of
program statements that
are executed with no
Intervening ECS

10: return NULL; }

11: t1 = vall;

12: unlock(m1l);

13: lock(m2);

14: t2 = val2;

15: unlock(m?2);

16: assert(t2==(t1+1));




Schedule Recording: Interleaving | |

guarded statement can only be

statements: 1 _ _
executed if statement 1 Is

twoStage-ECS: s, ; scheduled in the ECS block 1
reader-ECS:

Thread twoStage Thread reader

1: lock(m1); ts; == 1 A —

2:vall = 1; each program statement is
3: unlock(ml); then prefixed by a schedule
4: lock(m2); guard ts. = j, where:
5:val2 =vall + 1; .

6: unlock(m2): e i Is the ECS block number

e | IS the thread identifier
1~ ——rre

15 unlock(m2),

16: assert(t2==(t1+1));




Schedule Recording: Interleaving |

statements: 1-2
twoStage-ECS: is, -1s,,
reader-ECS:

Thread twoStage

: lock(m1); ts;
:vall = 1; ts,
: unlock(ml);

: lock(m2);

:val2 =vall + 1;

: unlock(m2);

O\U'I-b(.ul\)l—L

(SR N

Thread reader

/:

lock(m1);

8: if (vall ==0) {

O:

10:
11:
12:
13:
14:
15:
16:

unlock(m1);

return NULL; }

tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Schedule Recording: Interleaving |

statements: 1-2-3

twoStage-ECS: 1s, ;-1S, ,-1S5 5

reader-ECS:

Thread twoStage
: lock(m1);
:vall = 1;

: unlock(ml);

: lock(m2);

O\U'I-bwl\)l—L

: unlock(m2);

O | |
I T
SOl R

:val2 =vall + 1;

Thread reader

7: lock(m1l);

8: if (vall ==0) {
9: unlock(m1l);
10: return NULL; }
11: t1 = vall;

12: unlock(m1l);
13: lock(m?2);

14: t2 = val2;

15: unlock(m?2);
16: assert(t2==(t1+1));




Schedule Recording: Interleaving |

statements: 1-2-3

twoStage-ECS: 1s, ;-1S, ,-1S5 5

reader-ECS:

Thread twoStage
: lock(m1);
:vall = 1;

: unlock(ml);

: lock(m2);

O\U'I-b(.ul\)l—L

: unlock(m2);

:val2 =vall + 1;

CS

s

Thread reader

lock(m1);

if (vall ==0) {
unlock(m1);
return NULL; }
tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));

O:

10:
11:
12:
13:
14:
15:
16:




Schedule Recording: Interleaving |

statements: 1-2-3
twoStage-ECS: 1s, ;-1S, ,-1S5 5

reader-ECS:
Thread twoStage C Thread reader
1: lock(m1); ts; == 1 % 7: lock(m1);
2:vall = 1; ts, == 1 /8: if (vall ==0) {
3: unlock(ml); ts; == 11 9: unlock(m1);
4: lock(m2); 10: return NULL; }
5:val2 =vall + 1; 11: t1 = vall;
6: unlock(m?2); 12: unlock(m1);
13: lock(m?2);
14: t2 = val2;

15: unlock(m?2);
16: assert(t2==(t1+1));




Schedule Recording: Interleaving |

statements: 1-2-3

twoStage-ECS: 1s, ;-1S, ,-1S5 5

reader-ECS:

Thread twoStage
: lock(m1);
:vall = 1;

: unlock(ml);

: lock(m2);

O\U'I-b(.ul\)l—L

: unlock(m2);

:val2 =vall + 1;

CS

P

O:

10:
11:
12:
13:
14:
15:
16:

Thread reader

lock(m1);

if (vall ==0) {
unlock(m1);
return NULL; }
tl = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));

ts,,




Schedule Recording: Interleaving |

statements: 1-2-3-/-8-11

twoStage-ECS: 1s, ;-1S, ,-1S5 5

reader-ECS: (s, ;- {Sg o-1S, ¢

Thread twoStage

1: lock(m1); ts; ==
2:vall =1; ts, ==
3: unlock(ml); ts; ==
4: lock(m?2);

5:val2 =vall + 1;

6: unlock(m2);

CS

s

Thread reader

O:

10:
11:
12:
13:
14:
15:
16:

lock(m1);

if (vall ==0) {
unlock(m1);
return NULL; }
tl1 = vall;
unlock(m1);
lock(m2);

t2 = val2;
unlock(m2);
assert(t2==(t1+1));




Schedule Recording: Interleaving |

statements: 1-2-3-/-8-11-172
twoStage-ECS: 1s, ;-1S, ,-1S5 5
reader-ECS: s, ,- 1S5 5-1S,, 4155 5

Thread twoStage
: lock(m1);
:vall = 1;

: unlock(ml);

: lock(m2);

O\U'I-b(.ul\)l—L

: unlock(m2);

:val2 =vall + 1;

S
CS Thread reader
7: lock(m1); tsy == 2
/8: if (vall ==0) { ts; == 2
9: unlock(m1l);
10: return NULL; }
11: t1 = vall; tse == 2
@|12: unlock(m1l); ts, == 2
13: lock(m2);
14: t2 = val2;
15: unlock(m?2);
16: assert(t2==(t1+1));




Schedule Recording: Interleaving |

statements: 1-2-3-/-8-11-12

reader'ECS tS7,4' tS8’5't811’6't812’7

Thread twoStage
: lock(m1);
:vall = 1;

: unlock(ml);

: lock(m2);

O\U'I-b(.ul\)l—L

: unlock(m2);

ts,
ts,
s

N N N

: val2 = vallm

/1

CS

s

cs.

S

Thread reader

lock(m1); ts, ==

if (vall ==0) { ts; ==
9: unlock(m1l);
10: return NULL; }
11: t1 = vall; tsg ==
~12: unlock(m1l); ts, ==
13: lock(m2);
14: t2 = val2;
15: unlock(m?2);
16: assert(t2==(t1+1));




Schedule Recording: Interleaving |

statements: 1-2-3-/-8-11-12-4
tWOStage'ECS tSl,l_tSZ,Z_tSS,3_tS4,8

reader-ECS: s, ,- 1S5 5-1S,, 4155 5

Thread twoStage

O\U'I-b(.ul\)l—L

: lock(m1); ts; == 1

:vall = 1; ts, == 1

; unlock(ml); ts; == 17
=1

: lock(m?2); tsg =
: val2 = vallm

: unlock(m2);

S
CS Thread reader
7: lock(m1); (s, ==
/8: if (vall ==0) { ts: ==
9: unlock(m1l);
10: return NULL; }
cs | 11: t1 = vall,; tSg ==
———12: unlock(m1); ts, ==
13: lock(m2);
14: t2 = val2;
15: unlock(m?2);
16: assert(t2==(t1+1));




Schedule Recording: Interleaving |

statements: 1-2-3-/-8-11-12-4-5
tWOStage'ECS tSl,1_t82,2_t83,3_ts4,8_t85,9

reader-ECS: s, ,- 1S5 5-1S,, 4155 5

Thread twoStage
: lock(m1);
:vall = 1;

: unlock(ml);

O\U1-I>(.u|\)|—L

lock(m2);

ts,

\
N

. tsg =
: val2 = vallm

: unlock(m2);

N\,

NN NN

S

CS Thread reader

7: lock(m1); s, ==
/8: if (vall ==0) { ts: ==

9: unlock(m1l);

10: return NULL; }
cs | 11: t1 = vall,; tSg ==
———12: unlock(m1); ts, ==

13: lock(m2);

14: t2 = val2;

15: unlock(m?2);

16: assert(t2==(t1+1));




Schedule Recording: Interleaving |

statements: 1-2-3-/-8-11-12-4-5-6
tWOStage'ECS tSl,1't82’2't83,3't84,8't85,9't86,10

reader-ECS: s, ,- 1S5 5-1S,, 4155 5

Thread twoStage

: lock(m1);

:vall = 1;

: unlock(ml);
lock(m?2);

C'J\U'I-b(.ul\)l—L

: unlock(m2);

: tsg =
: val2 = vallm

NN NN

ts,

»
N
I

f"-
0p)
W
Il
I L | I |
AN

CS

tS;0==

s

cs.

S

Thread reader

lock(m1); s, ==

if (vall ==0) { ts; ==
9: unlock(m1l);
10: return NULL; }
11: t1 = vall; tsg ==
~12: unlock(m1l); ts, ==
13: lock(m2);
14: t2 = val2;
15: unlock(m?2);
16: assert(t2==(t1+1));




Schedule Recording: Interleaving |

statements: 1-2-3-/-8-11-12-4-5-6
reader-ECS: s, ,- 1S5 5-1S,, 4155 5

Thread twoStage

1: lock(m1); ts; == 1 €17
2:vall =1, ts, == 1 /8:
3: unlock(ml); ts; == 11 O:
4: lock(m2); tsg == 1 10:
5: val2 = vallmcs 11:
6: unlock(m2); _ ts;p== 1] —r12:
= —t13:
€S 14:
15:
16:

Thread reader

lock(m1);

if (vall == 0) {  ts; ==

unlock(m1);

4

return NULL; }

tl = vall;
unlock(m1);
lock(m2);
t2 = val2;
unlock(m2);
assert(t2=

=(t1+1));




Schedule Recording: Interleaving |

O\U'I-b(.ul\)l—L

S
statements: 1-2-3-/-8-11-12-4-5-6-13
twoStage-ECS: (s, (1S, ,-1S5 5-1S, 5-1S5 o-1S4 1
reader-ECS: (s, - tSg 1S, 5715, 1S5 44
Thread twoStage CS Thread reader
: lock(m1); ts; == 1 7: lock(m1); ts, == 2
cvall = 1; ts, == 1 /8: if (vall ==0) { ts; == 2
: unlock(ml); ts; == 11 9: unlock(m1);
: lock(m?2); tsg == 1 10: return NULL; }
: val2 = vallmcs 11: t1 = vall; tse == 2
- unlock(m2); _ ts;p== 1| —+12: unlock(m1); ts, == 2
?»13: lock(m?2); USTRI==
14: t2 = val2;
15: unlock(m?2);
16: assert(t2==(t1+1));




Schedule Recording: Interleaving |

O\U'I-b(.ul\)l—L

S
statements: 1-2-3-/-8-11-12-4-5-6-13-14
twoStage-ECS: (s, (1S, ,-1S5 5-1S, 5-1S5 o-1S4 1
reader-ECS: (s, ;- 1S5 1S, 57155 1S5 1171514 15
Thread twoStage CS Thread reader
: lock(m1); ts; == 1 7: lock(m1); ts, == 2
cvall = 1; ts, == 1 /8: if (vall ==0) { ts; == 2
: unlock(ml); ts; == 11 9: unlock(m1);
: lock(m?2); tsg == 1 10: return NULL; }
: val2 = vallmcs 11: t1 = vall; tse == 2
- unlock(m2); _ ts;p== 1| —F12: unlock(m1); ts, == 2
CS »13: lock(m?2); ts;;== 2
@ 14: t2 = val2; ts;,== 2
15: unlock(m?2);
16: assert(t2==(t1+1));




Schedule Recording: Interleaving |

statements: 1-2-3-/-8-11-12-4-5-6-13-14-15
tWOStage'ECS tSl,1't52’2't33,3't54,8't55,9'ts6,10

Thread twoStage

O\U'I-b(.ul\)l—L

: lock(m1); ts; == 1 €17
:vall = 1; t52==1/8:
: unlock(ml); ts; == 11 O:
: lock(m2); tsg == 1 10:
: val2 = vallmCs 11:
- unlock(m2); _ ts;p== 1] —r12:
>13:
€5 14:
@ 15:
16:

Thread reader

lock(m1); ts,
if (vall ==0) { ts:
unlock(m1);
return NULL; }
tl = vall; tsSe
unlock(m1); ts,
|0Ck(m2), t511
t2 = val2; £S;,
unlock(m2); ts;s
assert(t2==(t1+1));

A | I T |
NNNN N




Schedule Recording: Interleaving |

statements: 1-2-3-/-8-11-12-4-5-6-13-14-15-16
tWOStage'ECS tSl,1't82’2'tS3,3'tS4,8't55,9'tS6,10

reader-ECS: 1S, 4~ 1Sg 5151 61515 /71515 1171514 151515 13 71516 14

Thread twoStage

Thread reader

1: lock(m1); ts; == 1 €17
2:vall =1, ts, == 1 /8:
3: unlock(ml); ts; == 11 O:
4: lock(m2); tsg == 1 10:
5: val2 = vallmcs 11:
6: unlock(m2); _ ts;p== 1] —r12:
>13:
€S 14:
15:
@ 16:

lock(m1); tsy
if (vall ==0) { ts:
unlock(m1);
return NULL; }
tl = vall; tsSe
unlock(m1); ts,
|0Ck(m2), t511
t2 = val2; tS;;
unlock(m2); ts;s
assert(t2==(t1+1)); ts,,==

I
I | I T
NMNNNNN




Schedule Recording: Interleaving |

statements: 1-2-3-/-8-11-12-13-14-15-16-4-5-6
tWOStage'ECS tSl,1't52’3't53,4't54,12't55’13_ts6,14

Thread twoStage
: lock(m1);
:vall = 1;

: unlock(ml);

O\U'I-b(.ul\)l—L

: lock(m2);
: unlock(m2); 4

ad o
N~
1

1

N\,

ts; =

~r
n

~

N

[ T
A A L

7

CS Thread reader
7: lock(m1); tsy == 2
/8: if (vall ==0) { ts; == 2
9: unlock(m1l);
10: return NULL; }
11: t1 = vall; tsg == 2
12: unlock(m1l); ts, == 2
13: lock(m2); tsg == 2
14: t2 = val2; tsq == 2
15: unlock(m?2); ts;p== 2
"16: assert(t2==(t1+1)); ts,;== 2




Observations about the schedule
recoding approach

e we systematically explore the thread interleavings as before,
but now:

— add schedule guards to record in which order the scheduler
has executed the program

— encode all execution paths into one formula
> bound the number of preemptions

> exploit which transitions are enabled in a given state

» the number of threads and context switches can grow very
large quickly, and easily “blow-up” the solver:

— there is a clear trade-off between usage of time and memory
resources



Under-approximation and Widening

ldea: check models with an increased set of allowed
Interleavings [Grumberg&et al.’05]

« start from a single interleaving (under-approximation) and
widen the model by adding more interleavings incrementally

* main steps of the algorithm:

1. encode control literals (cl;;) into the verification condition Y

> cl; where I is the ECS block number and | is the thread identifier
2. check the satisfiability of Y (stop if ) is satisfiable)

3. extract proof objects generated by the SMT solver

4. check whether the proof depends on the control literals (stop if the
proof does not depend on the control literals)

5. remove literals that participated in the proof and go to step 2




UW Approach: Running Example
e use the same guards as in the schedule recording approach
as control literals

— but here the schedule is updated based on the information
extracted from the proof

Thread twoStage

1: Iock(ml), Cll,twoStaae - tsl == 1
2: vall = 1; CIZ,tWOStage - ts, == 1
3: unlock(ml); Cl3 twostage — tS3 == 1
4: lock(m2); Clg twostage = tSg == 1
5: val2 = vall + 1; Clgostage — tSo == 1
6: unlock(m2); Cl10 twostage = tS10== 1

reduce the number of control points frommxntoe xn

— m is the number of program statements; n is the number of
threads, and e is the number of ECS blocks



Evaluation



Comparison of the Approaches

» (Goal: compare efficiency of the proposed approaches
— lazy exploration
— schedule recording
— underapproximation and widening

o Set-up:
— ESBMC v1.15.1 together with the SMT solver Z3 v2.11
— support the logics QF AUFBV and QF AUFLIRA
— standard desktop PC, time-out 3600 seconds



About the benchmarks
__|Module #L | #T | #P | B [#CL—" jumper of context
lines of code } &l/ /26 ¥\7 26 ra switches
B 2 TS faYaYalalill aYaYa | 27 2
: . threads nto a hash
3|Int  properties checked 29| 4
4|aget-0.4 bad 1233 the number of BI\/IC\E;ded download
5|bzip2smp_ok 6366 L unrolling steps anressor
6 [reorder_bad 84| 10 7| 10| 11|Contains a data race
7 [twostage bad 128|100 13|100| 4|Contains an atomicity violation
8|wronglock_bad 110 s sl gl s Conta_uns wrong lock acquisition
ordering
9 |exStbHDMI_ok 1060| 2| 24| 16| 20|Configures the HDMI device
10 |exStbLED ok 425 2| 45| 10| 10|Front panel LED display
11|exStbThumb_bad | 1109| 2| 249| 2| 1|Pemonstrate how thumbnall
Images can be manipulated
12 micro_10 ok 1171 10| 10 1| 17|synthetic micro-benchmark




About the benchmarks
Module 4 Inspect C Description
1 |fsbench_ok { benchmark b Frangipani file system
suite Frangipani file system with
2 |fsbench_bad %/ o2 array out of bounds
3|indexer ok A 27113 | 21 129 | 4 Insert messages into a hash
table concurrently
4|aget0.4 bad  |1233| 3| 279|200 2 |Multi-threaded downioad
accelerator
5|bzip2smp_ok 6366| 3|8568| 1| 9|Data compressor
6 [reorder_bad 84| 10 7| 10| 11|Contains a data race
7 [twostage bad 128|100 13|100| 4|Contains an atomicity violation
8|wronglock_bad 110 s sl gl s Conta_uns wrong lock acquisition
ordering
9 |exStbHDMI_ok 1060| 2| 24| 16| 20|Configures the HDMI device
10 [exStbLED ok 425 2| 45| 10| 10|Front panel LED display
11|exStbThumb bad | 1100| 2| 249| 2| 1|Pemonstrate how thumbnal
Images can be manipulated
12 |micro_10 ok 1171} 10| 10 1| 17|synthetic micro-benchmark




About the benchmarks
Module #L | #T | #P | B |[#C Description
1|fsbench_ok 81| 26| 47| 26| 2|Frangipani file system
5|fsbench bad sol 27| a8l 27| > Frangipani file system with array
- out of bounds
slindecer o | [ Vvidab | 4| e Peseagel o et
benchmark : Y
4|aget-0.4_bad 1k syite 5 Multi-threaded download
L accelerator
5|bzip2smp_ok %/ 3/8568| 1| 9|Data compressor
6 [reorder_bad A~ 84 | 10 7 | 10 |11 Contains a data race
7|twostage bad | 128 hoo | 13 hoo | 4 |CONt@&ins an atomicity
violation
8|wronglock bad | 110 | 8 | 8 | g |g |Containswronglock
acquisition ordering
9 |exStbHDMI_ok 1060| 2| 24| 16| 20|Configures the HDMI device
10 |exStbLED ok 425 2| 45| 10| 10|Front panel LED display
11|exStbThumb bad | 1100| 2| 249| 2| 1|Pemonstrate how thumbnal
Images can be manipulated
12 |micro_10 ok 1171} 10| 10 1| 17|synthetic micro-benchmark




About the benchmarks
Module #L | #T | #P | B |[#C Description
1|fsbench_ok 81| 26| 47| 26| 2|Frangipani file system
5|fsbench bad sol 27| a8l 27| > Frangipani file system with array
- out of bounds
3 |indexer ok 271 13| 21l 129| 4 Insert messages into a hash
table concurrently
4laget0.4_bad | 1233| 3| 279|200| 2|Mult-threaded download
accelerator
5(bzip2smp_ok ata compressor
Set-top box :
6 [reorder_bad L ontains a data race
applications from NXP : ———
7 [twostage bad _ duct pntains an atomicity violation
SEMICONAUCIOrs _ontains wrong lock acquisition
8 |wronglock bad o o[ © :
7 ordering
9| exStbHDMI_ ok )// 2| 24| 16 | 20 Configures the HDMI device
10 |exStbLED ok / 425 | 2| 45| 10 |10 Front panel LED display
11 |exStoThumb bad  [1109 | 2 |249 | 2 | 1 |Pemonstrate how thumbnal
Images can be manipulated
12 |micro_10 ok 1171} 10| 10 1| 17|synthetic micro-benchmark
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A

About the benchmarks
Module #L | #T | #P | B |[#C Description
1|fsbench_ok 81| 26| 47| 26| 2|Frangipani file system
5|fsbench bad sol 27| a8l 27| > Frangipani file system with array
- out of bounds
3 |indexer ok 271 13| 21l 129| 4 Insert messages into a hash
table concurrently
4laget0.4_bad | 1233| 3| 279|200| 2|Mult-threaded download
accelerator
5|bzip2smp_ok 6366| 3|8568| 1| 9|Data compressor
6 [reorder_bad 84| 10 7| 10| 11|Contains a data race
7 |[twostage_bad : \n atomicity violation
- = Itis used to check the fron Iolcll<ya\c/:I uis:tion
8|wronglock_bad |  scalability of multi-threaded J :
9|exStbHDMI_ok software verification tools [y, ipmi device
[Ghafari 2010]
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synthetic micro-benchmark




the approac

-

number of

encoding and generated and

solvertime Loz _failed interleavings p;
Module N | .

Time 7Resul% #FI/# Time | Result | Time | Result | Iter

fsbench_ ok~ \“’"“4"“4 +| 301 1
tsbench bl €rror detected error occurred ] Y o

= . «y : « number of
indexer o N module “+ In tool “— 1 terations 1
aget-0.4_be. GOOD THING BAD THING | S5 = 1
bzip2smp_ok 1800 +|  0/1294 MO -| MO - 1
reorder_bad <1 +| 1/154574 MO -1 MO - 1
twostage bad 88 + 1/139 93 +| 195 + 5
wronglock_bad 90 +| 6/104015 MO -| MO - 1
exStbHDMI_ok 229 + 0/1 226 +| 213 + 1
exStbLED_ok 73 + 0/11 73 +| 787 + 1
exStbThumb_bad 95 + 3/3 14 + 12 + 1
micro_10 ok 254 +| 0/29260 MO -1 MO - 1




Comparison of the approaches (1)

lazy encoding often

more efficient than Lazy Schedule Uw
schedule recording e |Result| #Fi/ Time | Result | Time | Result | Iter
and UW PR Lkl el TN B N

%ﬁ@n\ = 282 +|  0/676| 304 301 T T~ 1
fsbench bad' ~— _ | <1|  +| 729/729| 360 +| 786 _ _#{~- 2
indexer_ok 595|~ < T~ 0/T7T60|- — 220~ ~ 4]~ 218 + 1
aget-0.4_bad 137, - === == -~ ] 125 + 1
bzip2smp_ok .=~ 1800 +| 0/1294| MO | MO|TT=+ 1
reorder_bafl <1 +| 1/154574| MO -| MO -,
twostage_Bad 88 + 1/139 93 +| 195 1
wronglock_bad ~~ _|_ 90 +| 6/104015 MO -l MO --*% T
exStbHDMI_ok 220|T T 3 == -0Mf - 228/~~~ 213 + 1
exStbLED_ok 73 + 0/11 73 +| 787 + 1
exStbThumb_bad 1Y IS 3 M 7/C | PR 7 § PR 3 RN % + 1

. - = — il
micro_10 0K 254 +| 0/29260 MO -l MO -l T L




Comparison of the approaches (2)

lazy encoding often more\ azy Schedule uw

efficient than schedule _ _

recording and UW, but sult|  #FI/4#l Time | Result | Time | Result | Iter
l not always ) +| 0/676] 304 +| 301 1
m\ / . _ <l|- — = #2029 - 360 — —+|_ 786 | 2
indexer ok >, -~ 595  +| 0/17160| 220 + 218] T« 1
aget-0.4 bad ~ ~ _ L _137] 11| 127 | 125 _-=] 1
bzip2smp_ok 1800 = T+~ 0/12941T——MOT~ ~ -| MO -l 1
reorder_bad <1 +| 1/154574 MO -1 MO - 1
twostage bad 88 + 1/139 93 +| 195 + 5
wronglock_bad 90 - =+ 6/H040%57 — MO+ - - | MO -l 1
exStoHDMI_ok =T~ 229]  + o/1] 226 + 213 ~<+] 1
exStbLED ok ( 73 + 0/11 73 +| 787 +1 1
exStbThumb_bad~~ | 95|  + 33| 14 o 12]_-%] 1
micro_10 ok 54T = =4 029260+ — -MOt — — =[ MO o1




lazy encoding Is
extremely fast for

e approaches (3)

satisfiable instances | Lazy Schedule UW

Modure : :

\< Result| #FI/#l Time | Result | Time | Result | Iter
fsbench_ok 282 _ _ x| _0/6r6|_ _304|_ _ _+| 301 1
fsbench bad <7~ | <1|  +| 729/729] 360 +] 786] ) 2
indexer ok 595 ~ ~+T TOM7160T — 220T ~ ~ F|” 218 + 1
aget-0.4 bad 137 + 1/1 127 +| 125 1
bzip2smp_ok 1800|_ _ #} =0d294| - -MO|I-_ _-| MO - 1
reorder bad - -|"" <i|  +|1/154574] MO | MO~~~ 1
twostage_bad ( 88 +|  1/139 93 +| 195 +* 5
wronglock bad ~ <L - 90 +| 6/104015 MO -l MOl--"-] 1
exStbHDMI_ok 220 = ~+T == -0omT - 2261 — ~ T 213 f 1
exStbLED ok 73 + 0/11 73 + 787 + 1
exStbThumb_bad 95 + 3/3 14 + 12 + 1
micro_10 ok 254 +| 0/29260 MO -1 MO - 1




Comparison to CHESS [Musuvathi and Qadeer]

« CHESS (v0.1.30626.0) is a concurrency testing tool for C#
programs; also works for C/C++ (Windows API)

— Implements iterative context-bounding

— requires unit tests that it repeatedly executes in a loop,
exploring a different interleaving on each iteration

> it iIs similar to our lazy approach

— performs state hashing based on a happens-before graph
> avoids exploring the same state repeatedly

« Goal: compare efficiency of the approaches

— on identical verification problems taken from standard
benchmark suites of multi-threaded software



g CHESS is effective for 1SS [Musuvathi and Qadeer]

programs where there are a

small number of threads CHESS Lazy
\_ ) /!/\?_ ] _T_im_e_. _Tfsis_ _Tim_e | _#FI/#I

reorder_4 _bad 3AL _ | 4| 4| 5| 98| 130000| <1 /82| =
reorder 5 bad (4,1) T 7s{ B B —TOT 229000 — 21T ~ ~ 1/277
reorder_6 bad (5,1) 6| 6| 7 TO| 396000 <1 1/853
reorder_6 bad (5,1) 6| 6| 8 TO| 371000 <1 1/2810
reorder_6 bad (5,1) _ 1 _6] 6. 9L _TQ] 367000 _ <1 _ _1&2:1_
twostage_4_bad @1)_ | 4| 4| 4| 215| 27000 2 142" =
twostage 5 bad (4,1) | 5| 5[ A ~TO] 384000 ~ "2 1/44
twostage 6 bad (5,1) 6| 6] 4 _TOQ]_366000 2 1/45
wronglock_4_bad (%,3) ~ T 4| 4 8 21 3000 5 2/489+~ S
wronglock_5_bad {14)~ —|_ 5| 5| 8| 724 93000 10| _ 3/286%4 ~
wronglock 6 bad (1.5) | 6] 6 8L _TQ] 3360Q0| _ 18] _ 4/12106
micro_2_ok (100X _ 2| 1| 2| 316| 35855 <1 04" =
micro_2_ok (100) ~T 2] 1 7F ~TOT - 20000 TO95T 07131072




where there are a small number of

/CHESS is effective for programs\S [Musuvathi and Qadeer]

threads, but it does not scale CHESS Lazy

that well and consistently runs _ _

out of time when we increase Time | Tests | Time | #FI/#

\the number of threads _4E§ o8| 130000 <1 1/82

reorder_5_bad (4,1) _ -~ 5[ 5| 6| TO| 429000| <1| ~ =#H277
reorder_6_bad (5,1) 6| 6| 7| TO| 396000 <1 1/853
reorder_6_bad (5,31 6| 6| 8 TO| 371000 <1 1/2810|
reorder_6_bad (5,1) T =646 9] _TO| 367000 _ =1l - -118124]
twostage 4 bad (3,1) 41 4] 4| _215|_ 27000 _ 2 1/42
twostage_5_bad (44Y ~ | 5| 5| 4| TO| 384000 2 ~ T4
twostage_6_bad (5,8 - —|_ 6 6/ 4| TO| 366000 AT
wronglock_4_bad (1,3) 4| 4| 8| 21| 3000 5 2/489
wronglock 5 bad (1,4) 5| 5| 8| _724] _93000 _ 10 3/2869
Wronglock_G_bad<(I,5:) : 6| 6| 8 TO| 356000 18 4/1210:6
micro_2_ok (100) 2] 1 2[ T316] ~ 3855 _ <1 0/4
micro_2 ok (100x =~ " | 2] 1] 17] 70| 40000| 1095| 0/131073

I
\/

\/



Comparison to SATABS [b. kroening]

« SATABS (v2.5) implements predicate abstraction using SAT

— avoids exponential number of theorem prover calls (for each
potential assignment) to construct the Boolean program

— uses BDD-based model checking (Cadence SMV) to verify the
Boolean program

— supports most ANSI-C constructs (incl. arithmetic overflow)
and the verification of multi-threaded software with locks and
shared variables

e Goal: compare efficiency of both approaches

— on identical verification problems taken from standard
benchmark suites of multi-threaded software



Comparison to SATABS [p. kroening]
failed to validate thew

counterexample SATABS Lazy

Time Re§_ul_t_ L Time_ _Rlegul_t #EI/#
fsbench ok ,~ "~ Tt -| 282 +|  0/676
fsbench_bad “~_ _| 1 - <1 +| 729/729|_
indexer_ok T TO|T - =] -s95|-—-—=3f (_)/f7iéa
aget-0.4 bad 3346 + 137 + 1/1
bzip2smp ok TO -| 1800 + 0/1294

failed to refine the 1 - <1 +| /154574

predicate 2 - 88 + 1/139
Wronglioc._ 2 - 90 +|6/104015
exSthHDMI_Ok' _ _|_ - FO{—— — =|- =228(— = =+~ — — 0/1
exStbLED oK'~ _ _ RF 73 ¥ 0/11

e e = = = o f — e —— ===
exStbThumb_bad 317 +[ 795 + 3/3
micro_10 ok TO - 254 +| 0/29260




Comparison to SATABS [b. kroening]

SATABS Lazy
Module . ,
Time | Result | Time | Result | #FI/#l
fsbench ok T - 282 + 0/676
Hfobonab thad — T - <1 +| 729/729
false positives TO | 595 +| 0/17160
answers 3346 +| 137 + 1/1
bzipZSmbk\\\ | _ TOL — — =~  =1800+ — — -+ _ (_)/iggi
reorder_bad -~ 1 - <1l +|1/154574
twostage_bad]_ 2 - 88 + 1/139
wronglock_bad S~ - 2 - 90 +|6/104015,
exStbHDMI_ok TO|"~~=t-220—--=>T~ "~ on1
exStbLED_ok RF - 73 + 0/11
exStbThumb_bad 317 + 95 + 3/3
micro_10 ok TO - 254 +| 0/29260
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SATABS uses predicate
abstraction and refinement

A\BS

[D. Kroening]

and tries to solve a harder  [ABS Lazy
problem than ESBMC Result | Time | Result | #FI/#
/

fsbench ok T - 282 + 0/676
fsbench_bad / t i <1 +| 729/729
indexer_ok :/__ =IO L — - = = =585+ — — —&|-Q17160
aget-0.4 ba§ _ _ 3346 +| 137 + 1/1
e e e ] — O = === ___-___—;

bzip2smp_ok TO -1 1800 +| 0/1294
reorder_bad 1 - <1 +|1/154574
twostage bad 2 - 88 + 1/139
wronglock_bad 2 - 90 +|6/104015

exStbHDMI_ ok TO - 229 + 0/1

exStbLED_ok - RE|____-L__73L___+__011

exStbThumb<kad 317 + 95 + 3/3
I S e — N e

micro_10 ok TO - 254 +| 0/29260

)
L] —



4 SATABS uses predicate abstraction and N K :
refinement and tries to solve a harder - Kroening]
problem than ESBMC, but this problem
may still be too hard as SATABS is Lazy
unable to prove the required properties Time | Result | #EI/#
fsbench_ok /-] 282 +| 0676
fsbench_bad 1o oo s 4] _729/729)
indexer ok <Z_ | TO -| 595 +| 0/17160
aget-0.4_bad e et e v g g 2
bzip2smp_ok — TO | 1800 +|  0/1294]
reorder_bad ST Tt - o= ==z1T— — ~ 7| T/T54574
twostage bad 2 - 88 + 1/139
wronglock_bad 2| - —-90Q|_ _ _ £6/104015
exStHDMIcak | TO | 229 + 0/1
exStbLED ok | " RA---=[-=73---3[ " "011
exStbThumb_bad 317 +| 951 4+ 3/3
micro_10_ ok~~~ | TO | 254 +| 0129260
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